
Single 
Sign-on

Ss

Privileged
Access
Management

Pa

Multi
Factor
Authentication

Ma

Role
Based
Access

Rb

Access
Governance

Ag

Identity &
Access 
Management

Ia

Access
Review

Ar

Leavers
Movers &
Joiners

Lj

Open
Source
Intelligence

Oi

Threat
Intelligence

Ti

Security
Monitoring

Sm

Log
Management

Lm

Incident
Management

In

Network
Visibility

Nv

Training

Tr

Security
Awareness

Aw

Ethical
Hacking
Automation

Ea

Ethical
Hacking

Eh

Supplier
Assurance

Su

Risk
Assessment

Ra

Group
Risk &
Compliance

Gr

Forensics &
e-discovery

Fo

File
Transfer
Gateway

Fg

Database
Firewall

Df

Information
Classification

Ic

Data
Loss
Prevention

Dp

Secure
Email

Se

Mobile
Device
Management

Md

Digital
Rights
Management

Dr

Forward
Proxy

Fp

User & Entity
Behaviour
Analytics

Ub

Printer
Controls

Pc

Compliance
Scanning

Cs

Operating
Secure
Systems

Os

Browser
Security

Br

Anti
Malware

Am

Port
Security

Ps

Hypervisor
Security

Hy

Patch
Management

Pm

Vulnerability
Management

Vm

Endpoint
Detect &
Response

Ed

Web
Application
Firewall

Wf

Reverse
Proxy

Rp

Runtime
Application
Self
Protection

Rs

Model View 
Controller
Plugins

Mp

Dynamic
Code
Analysis

Da

Static
Code
Analysis

Sa

Peer
Review of
Code

Pr

Software
Defined
Networks

Ss

Network
Zoning

Nz

Network
Authentication

Na

Distributed
Denial of 
Service L7

Dd7

Distributed
Denial of
Service L3

Dd3

Intrusion
Prevention &
Detection

Ip

DNS
Security

Ds

Firewall
Governance

Fw

Code
Signing

Co

Database
Encryption &
Tokenisation

De

Certificate &
Key
Management

Ck

Key

<Abbreviation>

<Long 
Name>

Access Governance

Application Security

Security Operations

Support Services

Information Protection

Endpoint & Server

Network Controls

Cryptographic Controls

PERIODIC COMPONENT SECURITY MODEL

Cloud
Connection
Agreements

Cc

Binary
Authorisation

Ba
Physical
Environment

Ph

Code
Library
Management

Cl

Open Source
Code 
Provenance

Op

Asset
Inventory

Ai

Application
Whitelisting

Ap

Label
Selectors 

Threat
Subscription

Organisation
& Billing

Ob

Control
Plane
Security

Cp

Declarative
Build

API
Authentication

Application
Load
Balancer

Security
Orchestration
& Automated
Response

So

Secrets
Management

Sm

Cloud Access
Security
Broker

Ca

Policy
Guardrails

Pg

Container
Network
Abstration

Service
Perimeter

Perimeter
Bridge

Ab
Cloud & Container Security

Aa

Mutual
TLS
Authentication

MuDb

Cn

Sp

Pb

Ls

Ts

Pipeline
Governance

Pi 

Cloud
Security
Posture
Management 

Cspm

Red
Team

Rt 


